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Shocking allegations against a Washington State
cosmetic surgeon and clinic (Allure) could challenge
regulators of professions to consider their role in the
prevention of the manipulation of online reviews and
ratings by their registrants.

The Washington Allegations
The State’s Attorney General alleges in the legal

proceedings (the allegations have not been proved in
court), that the clinic:

e Required patients to sign non-disclosure
agreements (NDA), as part of the initial
package of documents before they saw the
surgeon, restricting them from posting
negative reviews;

o Offered patients cash and free services if they
took down their negative reviews (which
required signing a further NDA agreeing to pay
up to $250,000 damages for any breach);

e Threatening patients with a lawsuit for
monetary damages if they refused to delete
their negative reviews;

e Directing employees to post fake positive
reviews using a VPN (virtual private network),
to conceal its source, and using fictional online
personas; and

e Using altered “before and after” photos to
materially enhance the apparent results of
procedures.

Interestingly, the proceedings are brought by the State
rather than the regulator of the physician.

Context

The manipulation of online reviews and ratings has
been observed generally for some time, including
through posting of fake reviews, contractual gag
clauses, bartering or buying false reviews sometimes
through a reputation management firm, and
purchasing negative reviews about competitors from
brokers.

It is often extremely difficult for the victims of false
reviews to persuade the hosts of the review (e.g.,
Yelp) to remove them.

Online reviews and ratings are obviously important to
registrants from a business perspective, particularly to
registrants who market their services directly to the
public. However, online reviews and ratings also have
regulatory implications. Poor reviews are often cited
by complainants to bolster their concerns about
registrants: Complainant v. College of Physicians and
Surgeons of British Columbia, 2020 BCHPRB 83
(CanLll). Indeed, regulators sometimes look at
internet reviews as a part of their investigation of
registrants: Law_ Society of Ontario v. David, 2021
ONLSTH 98 (CanLll).

Current Regulatory Experience

There are only a few reported cases of Canadian
regulators addressing online reviews and ratings or
similar issues.

Many of the existing cases deal with advertising
directly or indirectly made by registrants that are
misleading or unverifiable. For example, many
regulators treat client testimonials, or before and after
pictures, as inherently misleading or unverifiable:
D.R.E. vD.Y., 2015 CanLIlI 58798 (ON HPARB).

There are also some cases in which inappropriately
facilitating misleading reviews have been alleged. For
example, JR.G. v N.R.A., 2019 CanLIl 41253 (ON

FOR MORE INFORMATION

This newsletter is published by Steinecke Maciura LeBlanc, a law firm practising in the field of professional regulation. If you are not receiving a copy and would like one,
please contact: Steinecke Maciura LeBlanc, 401 Bay Street, Suite 2308, P.O. Box 23, Toronto, ON M5H 2Y4, Tel: 416-599-2200 Fax: 416-593-7867,

E-Mail: info@sml-law.com
WANT TO REPRINT AN ARTICLE

A number of readers have asked to reprint articles in their own newsletters. Our policy is that readers may reprint an article as long as credit is given to both the newsletter
and the firm. Please send us a copy of the issue of the newsletter which contains a reprint from Grey Areas.


mailto:info@sml-law.com
https://www.atg.wa.gov/news/news-releases/ag-ferguson-files-lawsuit-against-seattle-based-plastic-surgery-clinic-bribing
https://www.atg.wa.gov/news/news-releases/ag-ferguson-files-lawsuit-against-seattle-based-plastic-surgery-clinic-bribing
https://www.news.iastate.edu/news/2022/10/27/hotels-airbnb
https://www.consumerfinance.gov/about-us/newsroom/cfpb-issues-policy-on-contractual-gag-clauses-and-fake-review-fraud/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-issues-policy-on-contractual-gag-clauses-and-fake-review-fraud/
https://www.wthr.com/article/news/investigations/13-investigates/many-of-those-5-star-reviews-you-see-online-are-totally-fake-yelp-google-facebook-false-accounts/531-f175843b-1316-494a-a746-5bdfcada43fa
https://www.wthr.com/article/news/investigations/13-investigates/many-of-those-5-star-reviews-you-see-online-are-totally-fake-yelp-google-facebook-false-accounts/531-f175843b-1316-494a-a746-5bdfcada43fa
https://www.cbc.ca/news/investigates/fake-reviews-on-google-1.6033859
https://www.cbc.ca/news/investigates/fake-reviews-on-google-1.6033859
https://slate.com/technology/2019/06/billion-dollar-bully-documentary-yelp.html
https://canlii.ca/t/j9wx6
https://canlii.ca/t/j9wx6
https://canlii.ca/t/jhdk0
https://canlii.ca/t/gl7mv
https://canlii.ca/t/j07p6

Grey Areas

SML

Steinecke Maciura LeBlanc
Barristers & Solicitors

A COMMENTARY ON LEGAL ISSUES AFFECTING PROFESSIONAL REGULATION

HPARB), is an unusual case where a negative review
of a colleague with whom the registrant was having a
dispute may have been placed online by a registrant’s
relative. The registrant was cautioned.

Similarly, there have been a few cases in which
retaliatory action for a negative review was addressed.
In Wakely v Aziz, 2022 CanLll 87252 (ON HPARB), a
veterinarian received “advice” from the regulator
relating to a social media posting responding to a
negative online review by a relative of a client. The
regulator encouraged the veterinarian to be more
circumspect in their postings, even when defending
their actions, and to refrain from publishing
confidential information when responding.

Similarly, using social media to make provocative,
demeaning, or threatening comments about a
registrant’s regulator or peers can result in discipline
action: Zuk v Alberta Dental Association and College,
2018 ABCA 270 (CanLll), leave to appeal refused by
the SCC.

In some contexts there can even be said to be an
obligation on registrants to monitor other websites in
order to seek corrections if they inaccurately refer to
the registrant’s status: D.G. v J.H., 2016 CanLlIl 47
(ON HPARB).

Implications for Regulators

The first issue is how much of a priority regulators
should assign to the issue of manipulation of reviews
and ratings by registrants. Most regulators emphasize
health and safety and harm to clients and members of
the public. One can argue that “advertising” related
concerns can divert resources from these important
activities. Often such complaints turn out to be
registrant-to-registrant disputes where the essence of
the concern is unfair competition by colleagues.

However, as the Allure scenario illustrates, such
conduct can have significant implications for clients

who may choose a registrant based on such reviews
and ratings rather than on the quality of their services.
A focus by registrants on image over substance and
the covering up of less-than-good results creates
inherent risks of harm to clients. In addition, some
such manipulation techniques are so dishonest as to
harm the reputation of the entire profession and
undermine public confidence in the regulator.

The Allure example also illustrates how expensive
these investigations can be.

Another issue is where to draw the line between
appropriate reputation management and improper
manipulation. Few would fault a registrant for
requesting (often futilely) that the host of the review or
rating remove a false posting. In addition, approaching
a client who posted a negative review to address their
concerns could be proper in some circumstances
(e.g., where there are no threats and no inducements).
However, to what degree should registrants be able to
respond to criticisms made of them on the internet. As
the Wakely v Aziz case indicates, such a response
may be unprofessional or result in the disclosure of
confidential client information. Also, to what extent
should registrants be responsible to monitor the
reputation management services they retain?

For some regulators, a first step may be to develop a
guideline to clarify the expectations upon registrants.
Such a guideline can assist registrants in
understanding the considerations and boundaries that
apply in this area.

For other regulators it may be appropriate to develop
a plan for addressing inappropriate manipulation,
including some additional training for investigative
staff, adding items to inspection or peer review
program checklists, CPD offerings, and assessing
when a referral to other enforcement agencies (e.g.,
the Competition Bureau, the police) might be
indicated.
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More broadly, a regulator might look strategically as to
its role in becoming a respected primary source of
information for consumers. A centralized and well
advertised public register within each province or even
within Canada could be an effective regulatory
strategy. In the longer-term, regulators might even
develop their own reliable and trusted client-review
and rating system for registrants.

The manipulation of online reviews and ratings by
registrants is not an issue that is going to go away for
registrants.
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