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FOR MORE INFORMATION 
This newsletter is published by Steinecke Maciura LeBlanc, 
a law firm practising in the field of professional regulation.  
If you are not receiving a copy and would like one, please 
contact: 

Richard Steinecke 
Steinecke Maciura LeBlanc 

Law Chambers, University Centre 
Suite 2000, 393 University Avenue 

Toronto, Ontario  M5G 1E6 
Telephone:  416-626-6897 Facsimile:  416-593-7867 

E-Mail:  rsteinecke@sml-law.com 

 

Grey Areas is also available on our 
website: www.sml-law.com. Some back 
issues are also available. 

WANT TO REPRINT AN ARTICLE 
A number of readers have asked to reprint 
articles in their own newsletters.  Our policy 
is that readers may reprint an article as 
long as credit is given to both the 
newsletter and the firm.  Please send us a 
copy of the issue of the newsletter that 
contains a reprint from Grey Areas. 

 

How Safe is Safe? 

 

Consider the organization you work for. 

Does it do all of the following: 

 

1. have a written policy setting out 

specific mandatory safeguards for 

ensuring privacy in all contexts 

where personal information is used; 

2. leave no discretion to individuals as 

to the specific minimum safeguards 

needed to protect information on all 

mobile computing devices (like 

laptops, blackberries, flash drives); 

3. require that personal information in 

all such devices be encrypted; and 

4. have a monitoring program to 

ensure that there is compliance with 

the organization’s privacy policy? 

 

If not, then your organization fails to 

comply with the minimum expectations of 

Ontario’s Information and Privacy 

Commissioner (IPC). 

 

On March 8, 2007 the IPC released her 

decision on the SickKids case. A physician 

from the Toronto Hospital for Sick 

Children took a laptop home to analyze 

some research. On the way home he parked 

his vehicle, hid the laptop from view (it 

was a minivan with no trunk) and locked it. 

When he returned his passenger window 

had been smashed and the laptop stolen. 

The laptop contained research data on 

present and past patients that included their 

names and diagnosis (including in some 

cases, their HIV status). The laptop was 

password protected, but the information 

was not anonymized or encrypted. 

 

Personal health information in Ontario is 

now protected under the Personal Health 

Information Protection Act, 2004. The 

central issue was whether steps “reasonable 

in the circumstances” were taken to 

safeguard the information. Before this case 

had been decided, most observers would 

have thought it was. Storing data during 

transportation out of sight for a brief period 

of time in a locked vehicle would be 

viewed by many as reasonable. Password 

protecting a computer is viewed by many as 

a reasonable measure. 

 

However, the IPC concluded that in today’s 

environment these measures were 

insufficient. She noted that there are 

programs that can quickly crack a 

password. While the IPC commented on the 

fact that the vehicle had been parked in the 

evening in downtown Toronto, her decision 
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would not likely have been different if the 

vehicle had been parked in daylight in a 

small town. Certainly her concluding 

statements suggested that she believes that 

encryption of such information should be 

standard. 

 

While the case did not mention paper files, 

there is no reason why her reasoning would 

not apply equally to them as well. There is 

also nothing in her reasons that suggests 

that smaller organizations will not be held 

to the same standard as SickKids. Since 

paper files cannot be encrypted, one has to 

wonder how people can take any work 

home with them or take files to home visits 

unless each trip is dedicated solely to 

transporting the materials (i.e., no pit 

stops).  

 

The IPC reviewed SickKids privacy 

policies. They appeared from her 

description to be the usual type of privacy 

policy that one sees which makes 

commitments to using appropriate privacy 

safeguards but does not prescribe detailed 

minimum standards for each context. The 

IPC indicated that such general statements 

are inadequate. There needs to be, in her 

view, more specific operational guidance to 

staff. For example, either staff should be 

prohibited from taking work home or the 

information should be encrypted.  

 

While the decision was based, in part, on 

the conclusion that the personal information 

was “sensitive”, what made it sensitive in 

this case was that it contained the medical 

diagnosis of the patients. While one’s 

medical diagnosis is viewed as private by 

most individuals, it is no more sensitive 

than what many practitioners deal with on a 

regular basis (e.g., financial status, family 

status, legal status, allegations of 

wrongdoing). The reality is that if this 

decision reflects current privacy 

expectations, it would apply to most 

professionals and to most professional 

regulators. 

 

Under the Personal Health Information 

Protection Act, 2004, any breach of privacy 

must be disclosed to those affected. The 

IPC determined that disclosure must be 

made in this case even though there was no 

evidence that the thief was after the 

information rather than the laptop. She 

supported SickKids decision to notify 

current patients individually (either by letter 

or in person at their next visit) and to notify 

past patients by news release and a website 

posting. The IPC made additional 

comments indicating that she supports 

expanding this notification duty to all 

sectors, not just the health sector. 

 

One can understand why SickKids chose to 

work with the IPC. It is a high profile 

public institution that receives much of its 

funding from private donations. From a 

public relations perspective its best 

response was to apologize, offer full 

cooperation to the IPC (for which she 

generously commended them) and make 

whatever changes are necessary to prevent 

any repetition of the incident. SickKids has 

the resources and expertise to make the 

changes and its business model does not 

require a lot of working from home. 

 

However, small practitioners may not have 

that luxury. Many do not have the time, 

money or technological sophistication to 

meet the standards apparently expected of 

them. Many also cannot practice their 

profession from a centralized facility. In 
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fact, for some practitioners providing 

mobile services is an important part of their 

value. Also, for lifestyle reasons, many 

may have to bring work home with them. 

Some will choose to simply “take their 

chances” rather than to even attempt to 

begin to meet such high privacy 

expectations. 

 

Most regulators, however, are in a position 

similar to SickKids. Even though they are 

not covered by Personal Health Information 

Protection Act, 2004, they cannot take the 

chance of becoming a high profile media 

story. Nor do they wish to risk provoking 

legislation placing them under the aegis of 

the IPC. 

 

A copy of the SickKids decision can be 

found at: 

www.ipc.on.ca/images/Findings/up-

3ho_004.pdf  
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